
























































ANNEX A

SAMPLE TEMPLATE FOR AI USE DECLARATION
(For learners, teachers, and non-teaching personnel)

Consistent with the poliry guidelines on the use of AI in basic education, I, [insert full name of
pggg5dfle4lelte3gel], hereby declare that I have used AI tools to assist in [insert the reason
for uging AIl.

I used IAI tool/applprograml to help in linsert name/derription of activity/ouq>ut'l for the
purposes of linsert purlnse, e.9.. monitoring report, providing feedback, finalization of research

or include the name of the and
AI, etc.l. The prompt used were E$-d-plq!qp$l.

I confirrn that I have reviewed, edited, and understood all the content completed. I used AI tools
only to support my leaming/ work/ deliverable and not to replace my own thinkin& agency, or
output. I take full accountabfity for the final output submitted.

I affirm that the use of AI tools was intended solely to enhance the quality of the declared output.
All outputs have been reviewed, adapted, edited, and validated using my professional expertise
and agenry to ensure accuracy, appropriateness, and alignment with Data Privacy Act of 201,2.

Likewise, I affirm that no confidential information or sensitive institutional information data was
shared with the AI pla$orm/app identified above in the process.



EOR TEACHER AI USE DECLARATION

Consistent with the policy guidelines on the use of AI in basic education, I, [iruert fuIl name of
teacherl, hereby declare that I have used AI tools to assist in the preparation and delivery of
teaching and learning materials.

I used [AI tool/applprogram'l to [insert name/description of lesson/activity/output] for the
purposes of linsert purlrose, e.g., lesson planning. content gmeration, assessment, quiz creation.
providing feedback, etc.l. The prompt used were [ist of promptsl.

I affirm that the use of AI tools was intended solely to enhance the quality of instmctional
material, align with curriculum standards, and support the teaching and leaming process. AII
outputs have been reviewed, adapted, edited, and validated using my professional expertise and
agency to enstre accuracy, appropriateness, and alignment with leamers' developmental
needs/levels.

Likewise, I affirm that no confidential leamer information or sensitive institutional inJormation
data was shared with the AI plafform/app identified above in the process.

?



rOR LEARITER AI USE DECLARATION

I, linsert ftrll name of leamerl, declare that I used AI tools in the completion of this rhoolwork. I
acknowledge that AI is only a tool that can help support my leaming, but it cannot replace my
own efforl thinkin& and leaming. Below are the details of how I used AI in this task:

I used [AI tool used, i.e., name of applwebsiF] in the task lname of
task/proiect/presentation/outputl to [pur[nse of using AI tool]. The part/ s of the task/output
submitted that used AI are [insert part of the taskl with the prompt of linoert promots usedl.

I confirm that I have reviewed, edited, and understood all the content completed. I used AI tools
only to support my leaming and not to replace my own thinking, agency/ or output. I take full
accountability for the final output submitted.

?
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Annex B: RISK-BASED CLASSIFICATION OF Al-SYSTEMS AND SAMPLE USE CASES (Leorners)
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UNACCEPTABTE-RISK AI USES

' Subllminol monipulotion for minors

viq chotbot such os:

o Algorithm-bqsed stsering of

leorners cqresr choicos (e.g.,

using Al to dotermine or

r€comm€nd whot strqnd o Grqd€

lo student should toks in sHs.)

o lnfluencingsoclo-emotlonolstot€
(e.g, pressures students into

studying longer hours with

shomlng messog€s.)

o distoning hlstory toctq polltlcol

olignment (e.g" presentlng o

biqsed orfols€ version of World

wor [)

ABSOTUTELY PROHTBTTED / I

HIGH-RISK AI

. Menlol h€olth ond w€llnsss checl al opps

(€€., armoy b€ us€d to provlds

lnformotloo promote oworen€ss, ord

support eorly ldentltlcotlon ol welh€ss

concsrns. How€ver. Al systsms sholl not bo

us€d lor diognosls, tBotmenl or

couhssllng ol mentol h€olth condltlons.)

. Al proctorlng opps s'Jch os monl|o ng

w6bcom, screen or room oct{vlty

(monltodng wobcom, scrsen ocilvlty, ot

oudlo dudng leornlng ond ossessmont)

. Scholorshlps ellglbllity checker (l€orners

Input p€rsonol lnlo lor o$gssm€ht)

. Elometrlc otteMonc€/monttoring (e.9"

foce recognhlon io log ctoss preserre)

PERMITTED SUBJECTTO

_sBrclsSEEgAEgs_

TIMITED RISX AI
AFO.n ,ot dcst d (ptEtoq vLbo., vliuot )

Al Ardy cdtporld! o. Mo.Lp bca. (..* A opp

e,Ql'rlnlne M6ih probbmr ond glvhg st p-by-rr.p

A(bpttur homhg Collolmr 'td ne,rdrng b on

or peLte (o€t ll-pori.lsd bo.nkE ntonog.ri.d

ry.t m (rMs) rccomntondlng corler or holtt.r

r..rorl3 d.p.ndrig 06 th€ quts r.tunr)

Ar toolt lor p€r llvbw or outdnot.d t€.dbocl m

writitg (.€, ch.ctlrE g.onvnor. o.'d srog.stkrg

lmprcsrnont+ d.tectlng w.lihg l$uo6

CornllLd Al opp. r@rhg bo.rr.r poe.i€s or'.1

owordlng 'bodg.r'or rowordt (o€r Al quh opp

o/ordlng (lgltol tode..'lo. con'pLthe Erd/br

MINIMAT RlSK AI

. Grommor correction (e.g., outo
correct, spsll chscker)

. Accessibillty feotures (taxt-to-

spooch, spaech-to-text)
. Auto-formotting ot documents or

citotions (6.g., outo-gsnoroting
bibllogrophy in aPA style)

. Al tools for schodules, remindsrs, or
note-toking. (s.g., Al suggsstlng o
study schsdule, colendor reminders)

' Simple recommandotion leoturss
(o.g., Muslc opps rscommEnding

study ployllsts or bockground music

to focus.)

SUBJECTTO

STANDARD IT CONTROTS
NEED TRANSPARENCY

OBLIGATIONS

o"teo V

{

lt
il
il
il
il
il
ll
lt
il
il
il
il
/\

ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll

/\

'Al risk classiflcations apply across all stakeholders, as they are determined by the system's purpose and context of use rather than the specific user.
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Annex B: RISK-BASED CLASSIFICATION OF Al-SYSTEMS AND SAMPLE USE CASES (Teoching Personnel)
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UNACCEPTABLE-RISX AI USES
. art@1. thol eotuoro ro6hd p€rlomonco bo$d

sl€t s soryollrorco (e.9. ly.tom ..orlng toeho.'

only through locblroc€nllrn th,ouoh clos9

. Monipulotlve N Frshiig polllicol o. co.hnFrcbl

ogendos to tEch€rs (chotbor nudglng teocrE s to

pldrdo c€norn poutbor vbwpold l^ cb3s)

. Ar .ystems thot dlston Gochlng mterbr. d

hllio.lc{l contdnt (o.9, b!&n gai€mtoB

omb€<ldlng bb!€d oi toL. mndi6 In hlddy

. tnrotlo. Ecognltbn al ro rors tshor. {o.9,

.o^llng t.oclro6'ellectlvono$ bo8.d on siud€ntt

. ar-div6n sid .cdr.g (€.9., ossrgoirE toeh€'i o

Llbblllty ..oe'thdt lnllsncd p6rrFtlonr or

ABSOTUTETY PROHIBIED

HIGH-RISK AI

. Al clossroom survolllohce/proctoring

(o.9., system monltoring ll teochors

oro 'on tosk' duting closses or exoms)

. Al systems for t€och€r opprolsol (6.9.,

Al doshboord genoroting teocher

p€rtormonce rotlngs bos6d on

student t6st scores)

. Rocrultment or Fromotion Al tools

(6.9., Al ronklng oppliconts for

teochlng posts or leodershlp roles)

. Sensltlv6HR/odministrdtlve tools(e.g.,

Al system ptocessing tgochers'

p€rsondl doto for poyroll leoves or

scholorshlps)

PERMITTED SUBJECT TO

_sIErcjLsAFEgAB!)s_

LIMITED RISK AI

Lesson plon ond test gonorotlon (e.g.,

Udng Al to droft lessoo plons,lgst

questionnolreq or octMtles)

Al groding support (e.g, uslng Al to

outo-mork multlpl€ cholce or short-

onswer hems)

Adoptlve toochlng doshbodrds (e.g,

Al sy3loms sugg€stlng whlch students

ngeds romediol closs€s bos€d on

recent qulzes)

Virtuol teochgr o$lstonts (€.g. Al bot

onsworlng student FAQS obout closs

reqr.rlremeots)

NEED TRANSPARENCV

OBTIGATIONS

. Grommor corrgctlon (e.g.. outo
correc! spellchecker)

. Auto-formottlng of documsnts or

citotions (e.g" outo- generotlng

bibliogrophy in APA style)
. AI tools for schedules, reminderg or

note-toking. (e.g" Al suggostlng o

study schgdula, colendor reminders)
. Tronscription ond coptioning tools

(e.g., Al tronscribing porent-teocher
meetings or online meetings for

incluslvity
. Presantotion helpars(s.g., Al

suggesting slide loyouts or designs

f or closs presentotions.)

SUBJECTTO

STANDARD IT CONTROLS) /\

*Al risk classifications apply across all stakeholders, as they are determined by the system's purpose and context of use rather than the specific user.

MINIMAL RISK AIlt
tl
il
il
ll
ll
il
il
il
il
il
il
/\

oetreo !l

q



Annex B: RISK-BASED CLASSIFICATION OF Al-SYSTEMS AND SAMPLE USE CASES (Non-Teoching Personnel)
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UNACCEPTABTE-RISK AI USES

. Al soclol scoring ot 6mployees (e.g,

ossigning stoff o 'trustworthiness" score

thot ofiects promotions or osslgnments)

. Al ussd to distort or tolsfry ofiiclol

records (g.g" outomotsd systems

oltoring tinonca, procurgmgnt, or HR

records without occo{rntoblllty)

. tmotion/behovlor reccE,nltlon ror

monitorlng stotf loyolty (e.g. Alcomero

systems roting stotf productlvity bosed

o.l tociol erp€sslons or body longuoge)

. Althot spreods blosod or mohlpuloted

lnformotlon lnternolry (6.9, chotbots

pushing fols€ pollcy tnterpretotlons to

stoff for polllicol purposes)

HtGH-RISK AI LIMITED RISK AI MINIMAT RISK AI
Ar Erultryr.nt oril hlri.E t@1. (e,gr Ar rlDnll! rB

oppllco ! lo, do.r-toochlng podrtlof,. (HR

Al 3yrt.m3 ,or rtoll opplohol (e€, pedoffionc.

d@hboorli tcorir€ ompby€or' oltbbrlcy bo.€d

Al Ll flrEnc. orld procu6nBnt ri.t dEs6ri.nl!

(..9r olgofthro ,logghg "hlgh-n.r preuremnt

s€nsltlveHR/odmlnlnrdrlv€toolr (s.9..artooh

proc€t3ing .ob,j..r b€iofltr, orrl boE cr.dtl

wlth outorEt d onontov .btetlo6)

Ar-bo!6d boclorosnd dr.ct (3.g.qnorr1ot d

By8temr crc3!-ch.cklng oppllclnti' &clol medlo

gromrnor co.r€ctbn (og, outo corr.ct Bp.ll

ch6cf€r)

Auto-lornEttng ot clocurn€nts or cftomor (eg;

outo-g.n€rotlng blbllogrophy ln IPA stylc)

Altoob lor sclr€dulag r.mlndaq or not -tollr€,
(ag" Al suggordng o study rch€duls, colondor

r.fnlnd€6)

Tronsc ptlon olld copttonlng tool. (e,9, Al

lonac blrg porant-tlocha. ri€adngr or oa lnc

rn€€tlng. f or lnclu.lvity

PrB€ntodon rt ip..i(e.& Alsugg..Uag !lld.
loyoub or dsslgn.lor clo!. pro€ontotlonr)

8o3b lT.uppo't chorbot (A helpd.rr on$.rlng

FAQI oo Po$word rai.tt, ryltom occcaq or tlllng

rl€odIncs

ABSOTUTELY PROHIBITED
PERMITTED SUBJECT TO SUBJECTTO

STANDARD IT CONTROTS) | srRrcT sAFEGUARDs ) t,

o"teo v

0411112025

lt
ll
il
il
il
tl
t1
lt
il
il
lt
tl
/\

. Ar id ddtrlg lgpod! d col6po.arEe (e.9,

Ushg Al to .lolt olfbo momorondo or

. Doto o'lorytlc. dolhbood (o.$ Ar toors

pr.dcllrE sro{nront lliri+ E o(rrco olktcorioq

or urdgar duotlon)

. adodrotod lch.d-dlr€ ond so.Hr6, tooB (6.9.

al ry.!.h. 6.lgnkrg 16rr or p*ntrdng tbket

€qw.t! h n h.lp&.rr)
. a coit 3rm.no.ts(6{, Ar tool.

,Jrrxno&ing pollcy &clrbn!3 o. rEetkE

tiomcrlpt! lor srbr Ea..rtco)

. oocunr.nt cbrrlrbotioo ond ffIry .ydontr (.gr

A ano.r'dtbolly togolE ond orchMig D.pEd

NEEDTRANSPARENCY

_ _oB.,cor,9ls_ _
*Al risk classifications apply across all stakeholders, as they are determined by the system's purpose and context of use rather than the specific user.



ANi€X C . OiGITAL MATIJRITY ASS€qSMETT TOOL
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NPC PRTVACY TOOLKIT

ANNEX D: Privacy Impact Assessment Guide

- Brief Description ofthe project/system

- Describe the process ofthe projects

- Describe the scope and extent

- Any links with existing programs or other projects

- The system/project's overall aims (purpose ofthe projecrsystem)

- What is the project/system aims to achieve?

- What are the benefits for the organizations and data subjects?

- Any related documents to support the projects/system

- Proj ecVSystem Requirements Specification

- Proj ect/System Design Specification

- Or any related documents

b. Scope of the PIA
This section should explain. what part or phase of the program the PIA covers and. where
necessary for clarity. what it does not cover.

- What will the PIA cover?

- What areas are outside scope?

- Is thisjust a "desk+op" information gathering exercise, do I have to get information from a
wide variety of sources?

- Who needs to be involved and when will they be available?

- Where does the PIA need to fit in the overall project plan and timelines?

- Who will make decisions about the issues identified by the PIA? What information do they
need and how long will it take to get sign-off from them?

- Do I need to consult with anyone (for instance the individuals whose personal information
the project will involve)? When and how should this happen?

- Are there any third parties involved and how long do I need to allow for them to play their
parl?

The following questions ar€ intended to help you decide whether a PIA is necessary. Answering 'yes' to
any ofthese questions is an indication that a PIA would be a useful exercise. You can expand on your
answers as the project develops ifyou need to.

a. Will the project or system involve the collection ofnew information about individuals?

ONo OYes

I. Project/System Description l
a. Description
Describe the program, project, process, measure, system or technology product and its context.
Define and specif what it intends to achieve. Considerthe pointers below to help you describe

the project.

II. Threshold Analysis 
-



b. Is the information about individuals sensitive in nature and likely to raise privacy concems
or expectations e.g. health records, criminal records or other information people would
consider particularly private?

ONo O Yes
c. Are you using information about individuals for a purpose it is not currently used for, or in

a way it is not currently used?

ONo OYes

d. Will the initiative require you to contact individuals in ways which they may find intrusive?

ONo OYes

e. Will information about individuals be disclosed to organizations or people who have not
previously had routine access to the information?

O Yes

f. Does the initiative involve you using new technology which might b€ perceived as being
privacy intrusive (e.g. biometrics or facial recognition)?

ONo O Yes

g. Will the initiative result in you making decisions or taking action against individuals in ways
which can have a significant impact on them?

ONo

h. Are the personal data collected prior to August 2016?

ONo

O Yes

O Yes

State all project stakeholders, consulted in conducting PIA. Identifr which part they were involved.
(Describe how stakeholders were engaged in the PIA process)

Name Role Involvement Inputs/
Recommendations

* add additional rows ifneeded.

CHAPTER II
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III. Stakeholder(s) Engagement l

-l
l
l
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Sample Data Flou,

Pll principal PII controller PII processor

Collect

Store

Use
( onsume

Transfer
Rcccire

Delete
I)€lere

Figure l. ldormation llow of personal information can be visualized in a work flow diagram on personal

ffirmation processing.

- Objective: To identiff information flows of personal information r.urder assessment.

- Input: Description ofthe process and information system to be assessed.

- Expected output: Summary of findings on the information flow of personal information
within the process.

- Actions: The person responsible for conducting a PIA should consult with others in the
organization and perhaps extemal to the organization to describe the personal information
flows and specifically:

- how personal information is collected and the related source;

- who is accountable and who is responsible within the organization for the personal
information processing;

- for what purpose personal information is processed;

- how personal information will be processed;

- personal information retention and disposal policy;

- how personal information will be managed and modified;

- how will personal information processors and application developers protect personal

informationl

- identify any personal information transfer to jurisdictions where lower levels ofpersonal
information protection apply;

- whether applicable, notifu the relevant authorities of any new personal information
processing and seek the necessary approvals.

Output ofthis process in terms ofthe information flow ofpersonal information should be documented
in the PIA report

PIII Is.r
regish?,on

Delct(

L.gend

-.-+ Drtr norv

.,-.,.} Instructioo

S€rvicc

P('ollecl Providc

P Store

PII

I't I[r(
P

PIII rrnsfer 'fransfcr

IV. Personal Data Flows

Third party

Servic€

Proaess
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- lmplementation Guidance:

Use ofpersonal information (or ransfer ofpersonal information) may include approved data
sharing flows ofpersonal information to other parties.

As an input to the PIA, the organization should describe the information flow in as detailed
a manner as possible to help identifr potential privacy risks. The assessor should consider the
impacts not only on information privacy, privacy related regulations, e.g. telecommurications
acts. The whole personal information life cycle should be considered.

What personal data are being or will be processed by this projecUsystem?

List all personol data (e.g. Personol Full Name, oddress, gender, phone number, etc.,) and state which is/ ore

the sensitive personal information (e.g. race, elhnicity, marital stunts, health, genetic, goyertmenl issued

numbers).

AII the information stated above will be in accordance to the next section.

Collection
l. State who collected or will be collecting the personal information and/or sensitive information.

2. How the personal information/sensitive personal information is collected and from whom
it was collected?

, If personal infornotion is collected from some source olher thon the individuol?

3. What is/are the purpose(s) ofcollecting the personal data?

, Be clear aboul lhe purpose of collecting the information

, Are you collecting what you only ned?

4. How was or will the consent be obtained?
, Do indivifuals hne the opportunity and/or right to decline to provide dota?

, Wlnt hoppew f they declitu?

Storage
l. Where is it currently being stored?

, Is it being stored in a phlrical sener or in the cloud?

2. Is it being stored in other county?

" If il is subject to o cross-border transfer, specify what country or cowtries

3. Is the storage ofdata being outsourced?

, Specth f the storing process is being done in-howe or is it handled by a semice provider

Identify the personal data involved and describe the data flow fiom collection to disposal by answering the

follow ing que st ions b e low :
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Usage
l. How will the data being used or what is the purpose of its processing?

, Describe how the collected informolon is being used or will be wel
, Specf! the processing octivities where lhe personal information is being used.

Retention
l. How long are the data being retained? And Why?

, State the length of period the data is being retaified?

> lVhat is the basis ofretaining the data thal long? Specify the reaon(s)

2. The data is being retained by the organization or is it being outsourced?

, SpeciJy d the dato relenlion process is being done in-house or is it handled by a semice providru

Disclosure/Sharing
l. To whom it is being disclosed to'?

2. Is it being disclosed outside the organization? Why is it being disclosed?
, Specifu ifthe personal information is being shared outside the organization

> What are the reasons for disclosing the personal information

Disposal/Destruction
l. How will the data be disposed?

, Describe the process ofdisposing the personal information

2. Who will facilitate the destruction of the data?

, State ifthe process is being managed in-house or if it is a third party

Each program. project or means for collecting personal information should be testd for consistency with the

following Data Privacy Principles (as identified in Rule IV, Implenenting klu and Regulotions of Republic Act No.

l0l73, lotown as the " Data Privacy Act of 2012"). Respond accordingly ulith the questions by checking either the
"Yes" or " No" column and/or listing the what the questions may indicate.

Transparency Yes No
Not

applicable

1. Are data subjects aware ofthe nahre, purpose, and extent of
the processing ofhis or her personal data?

2. Are data subjects aware ofthe risks and safeguards involved
in the processing ofhis or her personal data?

V. Privacy Impact Analysis
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3. Are data subjects aware ofhis or her rights as a data subject
and how these can be exercised?

Below are the rights ofthe data subjects:
/ Right to be informed
/ Right to object
/ Right to access
/ Right to correct
/ Right for erasure or blocking
r' Right to file a complaint
/ Right to damages
/ Right to data portability

4. Is there a document available for public review that sets out
the policies for the management ofpersonal data?

5. Are there steps in place to allow an individual to know what
personal data it holds about them and its purpose of
collection, usage and disclosure?

6. Are the data subjects aware of the identity of the personal
information controller or the organization/entity processing
their personal data?

7. Are the data subjects provided information about how to
contact the organization's Data Protection Offrcer (DPO)?

Legitimate Purpose Yes No
Not

applicable

Is the processing ofpersonal data compatible with a declared
and specified purpose which are not contrary to law, morals,
or public policy?

Proportionality Yes No
Not

applicable

l. Is the processing ofpersonal data adequate, relevan! suitable,
necessary and not excessive in relation to a declared and
specified purpose?

2. Is the processing of personal data necessary to fulfill the
purpose ofthe processing and no other means are available?

: FIVE PILLARS: 2 coNDUcT A PIA

Please identify document(s) and provide link where ovailable:

2. Is the processing ofpersonal data authorized by a specific law
or regulation, or by the individual through express consent?
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Collection Yes No
Not

applicable

I . Is the collection ofpersonal dara for a declared, specified and
legitimate purpose?

2. Is individual consent secured prior to the collection and
processing of personal data?

Ifno, speci$ the reason

3. Is consent time-bound in relation to the declared, specified
and legitimate purpose?

4. Can consent be withdrawn?

5. Are all the personal data collected necessary for the program?

6. Are the personal data anonymized or de-identified?

7. Is the collection ofpersonal data directly from the individual?

8. Is there authority for collecting personal data about the
individual fiom other sources?

9. Is it necessary to assign or collect a unique identifier to
individuals to enable your organization to carry out the
program?

'l 
0. Is it necessary to collect a rurique identifier ofanother agency?

e.g. SSS number, PhilHealth, TIN. PagJBIG, etc.,

Use and Disclosure Yes No
Not

applicable

I . Will Personal data only be used or disclosed for the primary
purpose?

2. Are the uses and disclosures ofpersonal data for a secondary
purpose authorized by law or the individual?



Data Quality Yes No
Not

applicable

l. Please identifu all steps taken to enswe that all data that is
collected, used or disclosed will be accurate, complete and

up to date:

I . I *Please identifo all steps taken to ensure that all data that
is collected, used or disclosed will be accurate, complete
and up to date:

1.2 *The system is regularly tested for accuracy

1.3 *Periodic reviews of the information

I .4 tA disposal schedule in place that deletes information
that is over the retention period

1.5 *Staff are trained in the use of the tools and receive
periodic updates

1.6 *Reviews ofaudit trails are undertaken regularly

1.7 * Independent oversight

l 8 *lncidents are reviewed for lessons leamt and systems/
processes updated appropriately

I .9 *Others, please specifi

Data Security Yes No
Not

applicable

l.Do you have appropriate and reasonable organizational,
physical and technical security measurcs in place?

organizational measwes - refer to the syslem's etvironment,

particularly to the individuals carrying them out. Implementing

lhe organizationol data protection policies aim to maintoin the

availability, integrity, and confidentiality of Wrsonal data against

ony accidental or unlawful processing (i.e. access conlrol poliq,
employee training. surveillance, elc.,)

phlxical measures - relers to policies ond procedures shall be

implemented to monilor and limil access to and activities in the

room, workstation or facility, including guidelines that specifi the

proper use ofand access to eleclronic media (i.e. locks, backup

protection, wor ktalion protection, elc.,)

technical measures - involves the lechnological aspect of security

in protecting personal infornation (i.e. encrplion, dota cenler

policies, data transfer policies, elc.,)

CIIAPl'ER II FM PILLARS: 2. CONDUCT A PIA
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Organizational Security Yes No
Not

applicrble

*Have you appointed a data protection officer or
compliance officer?

*Are tlere any data protection and security measure
policies in place?

*Do you have an invafiory of pocessing systems? Will you
include this project/system?

*Are the users/staffs that will process personal data
through this project/system under strict confidentiality if
the personal data are not intended for public disclosure?

*lf the processing is delegated to a Personal Information
Processor, have you reviewed the contract with the
personal information processor?

Physical Security Yes No
Not

applicable

*Are there policies and procedures to monitor and limit
the access to this project/system?

*Are the duties, responsibilities and schedule of the
individuals that will handle the personal data processing
clearly defined?

*Do you have an inventory ofprocessing systans? Will you
include this project/system?

Technical Security Yes No
Not

applicable

*ls there a security policy with respect to the processing of
personal data?

*Do you have policies and procedures to restore the
availability and access to personal data when an incident
happens?

*Do/Will you regularly test, assess and evaluate the

effectiveness of the security measures of this project/
system?

*Are the personal data processed by this project/system
encrypted while in transit or at rest?

?
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2. The program has taken reasonable steps to protect the
personal data it holds from misuse and loss and from
unauthorized access, modification or disclosure?

3. Ifyes, which ofthe following has the program undertaken to
protect personal data across the information lifecycle:

3.1 * Identiffing and understanding information types

3.2 * Assessing and determining the value of the information

3.3 * ldentifuing the security risks to the information

3.4 * Applying security measures to protect the information

3.5 * Managing the information risks.

Disposal Yes No
Not

opplicrble

l. The program will take reasonable steps to deshoy or de-
identifu personal data if it is no longer needed for any
purpose.

If YES, please list the steps

Cross-border Data Flows (optional) Yes No
Not

applicable

I . The program will transfer personal data to an organization
or person outside ofthe Philippines
If YES, pleose describe

2. Personal data will only be fansferred to someone outside of
the Philippines if any ofthe following apply:

a. The individual consents to the transfer
b. The organization reasonably believes that the recipient is

subject to laws or a contract enforcing information handling
principles substantially similar to the DPA of 2012

c. The transfer is necessary for the performance ofa contract
between the individual and the organization

d. The transfer is necessary as part ofa contract in the interest
ofthe individual between the organization and a third party

e. The transfer is for the benefit of the individual;

' FIVE PILLARS: 2, CONDUCT A PIA
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For the purpose ofthis section, a risk refers to the potential ofan incident to result in harm or danger
to a data subject or organization. Risks are those that could lead to the unauthorized collection, use.

disclosure or access to personal data. It includes risks that the confidentiality, integrity and availability
ofpersonal data will not be maintained, or the risk that processing will violate rights ofdata subjects

or privacy principles (transparency, legitimacy and proportionality).

The first step in managing risks is to identifi them, including threats and wlnerabilities, and by
evaluating its impact and probability.

The following definitions are used in this section.

Risk - "the potential for loss, damage or destruction as a result of o threat exploiting a

wherability";
Threat - " a potential cause of an unwanted incident, which may result in hann to a system or
organizalion";
Vulnerability - " a weokness of an asset or group of ossets that can be exploited by one or more

threats";

Impact - severity of the injrries that might arise if the event does occur (can be ranled from triviol
injuries to major injuries); and
Probability - chance or probability of something hapryning;

Impact

Rating Types Description

I Negligible
The data subjects will either not be affected or may encounter
a few inconveniences, which they will overcome without any
problem.

2 Limited
The data subject may encounter significant inconveniences,
which they will be able to overcome despite a few difficulties.

-) Significant
The data subjects may encounter significant inconveniences,
which they should be able to overcome but with serious
difficulties.

4 Maximum
The data subjects may encounter significant inconveniences, or
even irreversible, consequen@s, which they may not overcome.

3. The organization has aken reasonable steps so that the
information transferred will be stored, used, disclosed and
otherwise processed consistently with the DPA of 2012
lf YES, please describe

VI. Privacy Risk Management '
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Select the appropriate level or uiteria of impact and probability to befter assess the risk Kindly refu to the table

below for the criteria.

Note: Try to itemize your risks by designating a reference number. This will be used as a basis

on the next sections (VII. Recommended Privacy Solutions and WII. Sign offand Action Plan).

Also, base the risks on the violation of privacy principles, rights of dala subjects and confidenti-

ality, integrity and oyailability of personal data.

*add addrtional rows if needed

Kindly follow the formula below for getting the Risk Rating

Risk Rating Impoct x Probabilin'

Kindly refer to the table below .for the criteria.

Probabiliry

1
Ilnlikelv Not expected, but there is a slight possibility it may occur at some

time.

2 Possible Casual occurrence. It might happen at some time

3
Likely Frequent occurrence. There is a strong possibility that it might

occur.

4 Almost Certain Very likely. It is expected to occur in most circumstances.

Re# ThreatV
Vulnerabilities

Impact Probability Risk Rating

I 2 3 4 I 2 J 4

I 2 3 4 I 2 J 4

I 2 J 4 I 2 3 4

I 2 J 4 I 2 3 4

Rating Types

I Negligible

2to4 Low Risk

6to9

l0-16 HighRisk

' FM PILLARS: 2. CONDUCT A PIA
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PRIVACY RISK MAP

I
M
P
A
c
T

3

{

I

)

23
PROBABILITY

From the risks stated in the previous section, identifu the recommended solution or mitigation
measures. You can cite your existing controls to treat the risks in the same column.

Recommended Solutions (Please provide justification)

*add additional rows if needed

{I

4 8

3 6 9

2 4 6 8

I 2 J .+

VII. Recommended Privacy Solutions

12 t6

12



ANNEX E: - DepEd Al Registry
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Instructions in filling-up the DepEd Al Registry

Al Technology - Name of the Al technology to be used,

ProviderlDeveloper - Name of the company, organization, or individual who owns the rights of the Al technology and/or handles its improvement.

Description/Purpose - A statement explaining the primary function of the Al technology and its intended educational or administrative purpose within DepEd. lt should

specify the main task(s) performed by the Al (e.9., text generation, scheduling, analytics) and the context or problem it is meant to address (e.9., reducing teacher

workload, providing learning support, improving adminishative efficiency).

Risk Classification - The categorization of an Al system according to the level of potential risk it poses to leamers, leachers, or DepEd operations, Risk is determined

by the system's intended use, impact on decrsion-making, sensitivity of dah processed, and possible consequences of misuse,

Categoization of the isks may range from the tollowing:

o Unaccephble Riak - refers to Al applications that pose clear threats to the rights, safety, or well-being of learnen and education stakeholders, These include

emotion remgnition, social scoring, manipulative chatbots for minors, and untargeted facial remgnition scraping. Such applications are strictly prohibited

in basic education.
o High-Risk - refers to Al applications used in areas with significant consequences for learners, such as grading, admissions, scholarships, disciplinary actions,

or placemenl decisions. These shall only be permitted subject to strict safeguards, including a completed Privacy lmpact Assessment (PlA), human oversight

('human-in{he-loop"), audit logging, and an appeal mechanism.

o Limited Risk - refers to Al applications that involve interaction with learners or staff but do not make determinations with major consequences. Examples

include chatbots for administrative queries or Al-assisted learning platforms. These require transparency obligations, clear disclosure to users, and safeguards

against misuse.

o ilinimal Risk - refers to Al applications with little or no risk to rights and safety, such as spam fillers, grammar conection tools, or lT process automation.

These may be used subject to standard information technology controls.

lntended Use -Ihe authorized scope and context in whbh the Al system may be applied within DepEd. lt specifies how, where, and for what tasks the Al is permitted

to be used, and clarifies restrictions on inappropriate or prohibited applicatbns.

Privacy lmpact Assessrrrenf - The mmpliance status of the Al system with DepEd's and tre National Privacy Commission's (NPC) requirements for conducting a

Privacy lmpact Assessment. lt indicates whether an assessment has been completed, is in progress, or has not yet started, to ensure that the collection, storage, and

use of personal and sensitive learner/teacher data adhere to the Data Privacy Act of 2012 and related policies,

ConformitylCompliance Assessment - The process of evaluating whether an Al system complies with applicable laws, regulations, standards, and DepEd policies

before and during its deployment. This includes alignment with national and rnternational Al governance frameworks (e.9., Data Privacy Act of 20'12, ISO/IEC Al

standards, UNESCO Al in Education guidance, ASEAN Al principles) and internal DepEd guidelines. The registry shall record whether the Al system has undergone

such assessment, is in progress, or has nol yet been initiated.



Assigned Respon sible Officer -The designated DepEd officialor staff member accountable for overseeing the implementation, monitoring, and reporting of a specific

Al system. This officer ensures that the Al tool is used only for its intended purpose, complies with established standards and procedures, and addresses issues related

to risk, privacy, and ethical use. The responsible officer also serves as the focal point for mordination with school heads, teachers, and ICT personnel regarding the Al

system.

Oversight & Human-in-th*Loop llechanism - The measures put in place to ensure that all outputs and decisions generated by an Al system are subject to

appropriate human review, validation, or intervention. This mechanism safeguards against over-reliance on Al by requiring that teachers, school officials, or designated

personnel remain the final decision-makers, especially in matters affecting learners' rights, educational outcomes, or personal data,

Date of EntryruNale - The date when the Al system was first recorded in the registry and the most recent date when its information was reviewed, verified, or modified.

This ensures that the registry remains cunenl and reflects the latest status of each Al system throughout its libcycle.

Sfafus - The cunent stage of deployment of the Al system within DepEd. lt indicates whether the tool is in Pilot (limited testing under controlled conditions), Active

(formally adopted and in regular use following evaluation), or Retired (no longer in use, decommissioned, or replaced). This classification supports lifecycle

management, accountability, and evidence-based decision-making for scaling or discontinuing Al systems.




